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Introduction
The "Service-Based Architecture" (SBA) framework is the foundation of the 5GC architecture, which allows "Network Functions" (NFs) to consume services of other NFs via the interfaces of the common framework. 
Security has been instrumental for SBA with the OAuth 2.0 authorization framework providing the baseline for consuming services when no static authorization applies. 
For any given NF offering its services to other NFs, permissions to make use of these provided services is needed. The NRF (Network Repository Function) acts as the OAuth 2.0 authorization server granting access by providing access tokens to authorized NFs and/or to any "consumers" that are permitted. In direct communication models, the NF consumer instance is communicating directly with the NRF and the NF producer instance; in indirect communication authorization requests can be delegated to the SCP (Service Communication Proxy).
Phase 2 of SBA security enhancements studied in TR 33.875 a variety of potential threats possible under various trust model assumptions. 
Description
The normative work on SBA security enhancements focused on updating the security framework by improving against selective threat scenarios in indirect communication. 
Rel-18 enhancements related to SBA security include the following updates to TS 33.501.
· A clarification on the trust model assuming in indirect communication scenarios that the SCP is trusted to only ask access tokens for NF consumers that have requested a service. This trust is important since the NF service consumer is not able to prove the authenticity of the access token provider (NRF) or the NF service producer when the SCP is the entity requesting an authorization token and handling the service request on behalf of the NF service consumer.
· Details are added on handling token-based authorizations for subscribe/unsubscribe to be equal to request/response. Further, it was clarified for notifications that token-based authorization is not used in this release.
· Validation of parameters in access token requests in hierarchical NRF deployments has been added and the security implications are explained.
· Authorization for slices in inter-slice scenarios was clarified to prevent any malicious entity (for instance a NF Service Consumer) from accessing a slice that it is not authorized to access, or from requesting a service from a slice which it is not authorized to access. Verification of S-NSSAIs is required.
· Validation of NF details against the provided certificate information when requesting access tokens from NRF has been detailed.
Further, some generic SBA security related aspects were added to TS. 33.501such as the SEPP behaviour with respect to the 3GPP-Sbi-Originating-Network-Id header, the clarifications on adding and verifying the source PLMN-ID for SEPP and SCP, and clarifications on the separate handling of N32-c and N32-f including a description on N32-f connection establishment with TLS.

References
[1]	TS 33.501: "Security architecture and procedures for 5G System".
[8]	List of related CRs: https://portal.3gpp.org/ChangeRequests.aspx?q=1&workitem=980022
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